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Short course Materials %@F TS[SlN

For a perfect handsn experience, a VirtualBox VM image is needed. Please download the course VM from the lin
below and make sure the VM is installed and loads/starts up on your PC before the Tutorial/Short Course:

https://www.dropbox.com/s/gbgyybdvenndufn/TFBEVM.rar?dIl=0

https://cttcbarcelonamy.sharepoint.com/:u:/g/personal/rvilalta_cttc_es/EbRQLNIFQOAFOiISMOSHcxmiYBNzSP S UG 4w ?e=tKOtzg

VM user/pass:tfs/tfs123
Inside the VM, open: /homdfs/tfs-ctl/ hackfestcommands.txt

to have all commands listed in this tutorial.

Also available at:

https://labs.etsi.org/rep/tfs/controller/-/blob/feat/hackfest/hackfest/commands.txt

Please go tgithubrepository to get latest version:

https://labs.etsi.org/rep/tfs/controller/-/tree/develop

Use proper environment:

pyenvactivate 3.9.13¢nvdtfs

© ETSCCGBY4.0 2
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https://labs.etsi.org/rep/tfs/controller/-/tree/develop

Agenda %ﬁ TS[SlN

11:00 am- 11:10 am- Welcome & Logistics (10 min)

11:10 am- 11:20 am- Motivation (10 min)

11:20 am- 11:45 am- YANG Data Modelling Language (25 min)
11:45 am- 12:25 pm- Netconf (40 min)

12:25 am- 12:55 pm- ONF Transport API (30 min)

12:55 pm- 01:00 pm- Group Picture!! (5 min)

01:00 pm- 02:00 pm- Lunch Break (60 min)

02:00 pm- 02:10 pm- Introduction ETSTeraFlowSDLO min)
02:10 pm- 02:30 pm- Deployment ofTeraFlowSDRIRO min)
02:30 pm- 02:50 pm- Onboarding Network Devices (20 min)
02:50 pm- 03:30 pm- Programmable L3 routers (40 min)
03:30 pm- 04:00 pm- Afternoon Break (30 min)

04:00 pm- 04:30 pm- Monitoring withgRPG30 min)

04:30 pm- 04:55 pm- Introduction to P4 and P4 demo (25 min)
04:55 pm- 05:00 pm- Conclusion (5 min)
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@T@ TeraFlow
Why is SDN different from traditional Architectures? ®;lf© SON

SDN
Architecture

Apps/ II
Orch

Traditional
Architecture

The difference is:
A new way of thinking
0 Application focused

SDN
Controller
NE |I

U Application takes control over the service
U Open Source based development
U Simplification through Abstraction & Virtualization

o
-
&
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Why do we need SDN In Transport? E s TS[?N

Principles of SDN What it Enables in Transport Network

Innovation:

U Opens doors for new service models
U Service differentiation through new application

Simplified Architectures:

U Integrated E2E / Multi-layer service creation
U Automatic reaction on errors or any changes

Financial Benefits:

U Opex: efficient service setup
U Capex: fast ROI / hardware utilization
U New revenue opportunities

© ETSCGBY4.0 7
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Keys to success iy TS[?N

C ol
Break Sil .
0 e Stos ﬂ Metrics of Success
>< [> - 1) Multi-vendor Interoperability
o 2) Industry Adoption
/ Avoid moving from S”‘R /A Avoid new silos of Management \
4 N

of HW to silos of SW

Cloud sD

Pps

QREEY
k‘\_
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A multFSDO SDN controller architecture %ﬂlf@@ TS[SlN

Multi -SDO Transport SDN Controller

NorthBound Interface

NBI ONF T-API RESTCONF NETCONF
translator IETE TEAS server server
Internal Data Models
. Path Virtual Inter -domain
IezIeleley; FOSIIY Computation Networks connectivity Qi
SouthBoundInterface
SBI ONF T-API OpenConfig NETCONF RESTCONF gRPC gNMI
translator IETE TEAS OpenROADM client client client client

R. Vilalta et al., Experimental Evaluation of Control and Monitoring Protocols for Optical SDN Networks and
Equipment [Invited Tutorial], JOCN 2021.

© ETSCCGBY4.0 9
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Experimental evaluation iy TS[SlN

¢ KS LIzN1J2 &S 2F (KSaS SELISNAYSy(a
To demonstrate how ETSéraFlowSDNontroller can manage connectivity
services

Learn how to use different SBIs to configure the network equipment
Have fun with network automation!J

© ETSCCGBY4.0 13
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Unified Information and Data Modeling (1) %ﬁsﬂN

Some deployments of optical transport networks are purely managedthout a dedicated control plane.
The need of better management frameworks and protocols has long been established.

From the perspective of an operator, the configuration of a control plane (e.g., definition of routing policies, configafradioting
peers) remains a management task.

There is a need to have better configuration management, a clear separation of configuration and operational data, winig leigab
f SOSt O2yaidNHzOGa Y2NB | RI LGSR (-®idedradSastions.2 NAQ ¢2NJ Ft2¢6a ad
While such frameworks are initially focused on management tasks, it is reasonatlefbthem holistically, covering most aspects
related to device and network control

Increase of information and data modelling bound to the rise of network programmability.

In general, a device (or system)

Information Modelmacroscopically describes the device capabilities, in terms of operations and configurable parameters, using high level
abstractions without specific details on aspects such as a particular syntax or encoding.

Data Modeldetermines the structure, syntax and semantics of the data that is externally visible.

© ETSCCGBY4.0 15
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TeraFlow

Unified Information and Data Modeling (2) : Goalsgql—l@? SDN

Unified information and data modeling languadge describe a device capabilities, attributes, operations to be performed on a device or system and notifications
A common language with associated tools
Enabling complex models with complex semantics, flexible, supporting extensions and augmentations
I aaMNFTOGAOSe YR TFdzARSEAYSa FT2NJ Y2RSE | dzii K2 N&

An architecture for remote configuration and control

Client / Server, supporting multiple clients, access lists, transactional semantit&atoll

Anassociated transport protocoprovides primitives to view and manipulate the data, providing a suitable encoding as defined by thaathkth
Flexible, efficient

Ideally, data models should be protocol independent

Standard, agreed upon models for devices
Huge activity area
Hard to reach consensus (controversial aspects)

Some models do exist. Most stable ones cover mature aspects (interface configuration, RIB, BGP routing)

© ETSCCGBY4.0 16


https://creativecommons.org/licenses/by/4.0/

The YANG Language | %ﬁ TS[SlN

YANG is a data modeling langugindially conceived to model configuration and state data for network devices
Models define the device configurations & notifications, capture semantic details and are easy to understand.
Significant adoption as data modelling language, across frameworks and Open Source projects

Ongoing notable effort across the SDOs to model constructs (e.g. topologies, protgcolsi),jncluding optigal df:vices, such ¢
0N} YAOSAOSNEZ wh!5adasX [AUGSNIffte KdzyRNBRa 2F SYSNHAY 3

A YANG model includes a header, imports and inciigie ments, type definitions, configurations and operational date
declarations as well as actions (RPC) and notifications
The language is expressive enough to:

Structure data into data treewithin the so called datastores, by means of encapsulation of containers and lists, and to define constrai
data types (e.g. following a given textual pattern).

Condition the presence of specific data to the support of optional features.

Allow the refinement of models by extending and constraining existing models (by inheritance/augmentation), resultiregarcayhof
models.

Define configuration and/or state data.

© ETSCCGBY4.0 17
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The YANG Language |l WéﬁlN

YANG has become the data modeling language of choice for multiple network control
management aspects

Covering devices, networks, and services, everegigting protocols.
Due in part, for its features and flexibility and the availability of tools.

Examples:

An SDN controller may export the underlying optical topology in a format that is unambiguously determ
by its associated YANG schema,

A highlevel service may be described so that an SDN controller is responsible for mediating and assoc
hightlevel service operations to pelevice configuration operations.

© ETSCCGBY4.0 18
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A YANG model for network topology W TS[SlN

Link1
A B
Nodel Node?2

A network consists of:

Nodes and Links

A node consists of:

node-id and ports

A port consists of:
port-id and type of port

A link consists of:

link-id, reference to source node, reference to target node, reference to source port and referenc
target port.

© ETSCGBY4.0 19
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topology.yang @}@il—lrﬁ TS[SlN

module topology { e e é
namespace "urn:topology"; grouping port { grouping link { grouping topology {
prefix "topology"; leaf port-id { leaf link-id { list node {
organization type string; type string; key "node-id";
"CTTC", } } uses node;
contact leaf layer-protocol-name { leaf source-node { }
"ricard.vilalta@cttc.es"; type layer-protocol- type leafref { list link {
description name; path "/topology/node/node-id"; key "link-id";
"Basic example of network } } uses link;
topology"; } }
} leaf target-node { }
revision "2018-08-24" { type leafref {
description "Basic grouping node { path "/topology/node/node-id"; [**

example of network leaf node-id { } * Container/lists
topology"; type string; } */
reference ", } leaf source-port { container topology {
} list port { type leafref { uses topology;
key "port-id"; path "/topology/node/port/port-id"; }
typedef layer-protocol-name { uses port; }
type enumeration { } }
enum "ETH"; } leaf target-port {
enum "OPTICAL"; type leafref {
} path "/topology/node/port/port-id";
} }
}

© ETSCGBY4.0 20
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[Tool] pyang %ﬁ TS[SlN

An extensible YANG validator and converter in pythidps://github.com/mbj4668/pyang

Check correctness, to transform YANG modules into other formats, and to generate code from tt
modules

# pyang -f sample-xml-skeleton --sample-xml-skeleton-annotations
topology.yang

<?xml version="1.0' encoding="UTF-8'?>
<data xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<topology xmlns="urn:topology">
<node>
<!-- # entries: 0.. -->
<node-id><!-- type: string --></node-id>
<port>
<l-- # entries: 0.. -->
<port-id><!-- type: string --></port-id>
<layer-protocol-name><!-- type: layer-protocol-name --></layer-protocol-

# pyang -f tree topology.yang i
name>

module: topology
+--rw topology
+--rw node* [node-id]
| +--rw node-id string
| +--rw port* [port-id]
|  +--rw port-id string

| +--rw layer-protocol-name? layer-protocol-name
+--rw link* [link-id] </port>
+--rw link-id string </node>
+--rw source-node? -> /topology/node/node-id
+--rw target-node? -> /topology/node/node-id <!-- # entries: 0.. -->
+--rw source-port? -> /topology/node/port/port-id <link-id><!-- type: string --></link-id>
+--rw target-port? -> /topology/node/port/port-id <source-node><!-- type: leafref --></source-node>
<target-node><!-- type: leafref --></target-node>
STt TTTTTTTTTTToTTToToTTTTTToToToToToToTTooooooos <source-port><!-- type: leafref --></source-port>
<target-port><!-- type: leafref --></target-port>
</link>
</topology>
</data>
© ETSCCBY4.0 1
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UML diagram

PlantUMLis an opensource tool to create UML diagrams

Pyangs able to create an UML diagram of the desired yang
module

Only a certain version ¢flantUMLs compatible with
provided output:

http://sourceforge.net/projects/plantuml/files/plantuml|.7997.jar/download

i # pyang -f uml topology.yang -o topology.uml i
# java -jar plantuml.jar topology.uml |

1
1
Lo o L e ________1

© ETSCCGBY4.0
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From YANG to codpyangbind s ¥ TS[SlN

PyangBinds a plugin for Pyang that generates a Python class hierarchy from a YANG
model. The resulting classes can be directly interacted with in Python. Particularly,
PyangBinavill allow you to:

Create new data instanceshrough setting values in the Python class hierarchy.

Load data instances from external soure¢sking input data from an external source and allowing it
to be addressed through the Python classes.

Serialisgpopulated objects into formats that can be stored, or sent to another system (e.g., a netv
element).

Please install from sources. It includes new serialization to XML.

i $ export PYBINDPLUGIN="/usr/bin/env python -c \ !

i 'import pyangbind; import os; print ("{}/plugin".format(os.path.dirname(pyangbind. _ _f il & ) ) ) 6°
! $ echo $PYBINDPLUGIN :

i $ pyang -f pybind topology.yang --plugindir $SPYBINDPLUGIN -o binding_topology.py

_______________________________________________

© ETSCCGBY4.0 23
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How to Create a topology i TS[SlN

Create an XML and a JSON that is compliantteitblogy.yang

Use the proposed simple network topology

Import the generatecpyangbmcbmdmgs

_______________________________________________________

E Basic pyangbind tutorial: !
| https://github.com/robshakir/pyangbind#getting-started | |7 oooooooooooooooooooooo-os
""""""""""""""""""""""""""""""" i from binding_topology import topology !
' from pyangbind.lib.serialise import pyblndIETFXMLEncoderI

Usepyang b| anerlaI |ZerS i import pyangbind.lib.pybindJSON as pybindJSON

i topo = topology()
i nodel=topo.topology.node.add("nodel")
(HI R S Al i nodel.port.add("nodelportA™)
. hode2=topo.topology.node.add("node2")
i node2.port.add("node2portA™)
' link=topo.topology.link.add("link1")
. link.source_node = "nodel"
' link.target_node = "node2"
. link.source_port = "nodelportA"
' link.target_port = "node2portA”

______________________

i print(pybindIETFXMLEncoder.serialise(topo))
1 print(pybindJSON.dumps(topo))

_______________________________________________________

© ETSCGBY4.0 24
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Topology XML T spN

i <topology xmIns="urn:topology"> i
1 <topology> !
i <node> i
i <node-id>nodel</node-id> :
| <port>
i <port-id>nodelportA</port-id> !
! </port> |
| </node> E
| <node> :
| <node-id>node2</node-id> i
' <port> :
! <port-id>node2portA</port-id> |
| </port> .
i </node> '
. <link> i
i <target-node>node2</target-node> !
! <source-port>nodelportA</source-port> |
| <link-id>link1</link-id> '
E <source-node>nodel</source-node> '
| <target-port>node2portA</target-port>
| </link> !
! </topology> |
| </topology> .

© ETSCGBY4.0 25
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Topology JSON

"topology": {
"node": {
"nodel™: {
"node-id": "nodel",
"port": {
"nodelportA™: {
"port-id"; "nodelportA"
}
}
3
"node2": {
"node-id": "node2",
"port": {
"node2portA": {
"port-id": "node2portA"
}
}
}
h
"link": {
"link1": {
"link-id": "link1",

"source-port": "nodelportA",

"target-node": "node2",
"target-port": "node2portA",
"source-node": "nodel"

© ETSCGBY4.0
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Exercise: Create a connection data model %ﬂlf@ SDN

Create a YANG data model for connection.

Connection consists of:
connectionid (string)

sourcenode, sourceport, destinatiornode, destinatiorport (leatref)
bandwidth (uint32)

layerprotocokname (fromtopology.yang

Validate model with pyang
Createpyangbindbindings

Create xml using bindings

© ETSCCGBY4.0 27
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Solution:connection.yang

topology:topology

connection v

Namespace: urniconnection
Prefix: connection
organization :

cTTC

Contact :
ricard vilalta@ecttc.es
Revision : 2018-08-24

.
i
lconnection: connection \

module connection {
namespace "urn:connection”;
prefix "connection”;
import topology {
prefix "topology";
}
organization
"CTTC";
contact
"ricard.vilalta@cttc.es";
description
"Basic example of network topology";
revision "2018-08-24" {
description "Basic example of network
topology";
reference ";

<< module>>|
connection

== list>>

connection

uses

<= grouping>=
connection

ay:topology/topology:

nodestopolagy:nade-id
-id

olo
logy:topology/topology:node/topology:node i
o P

b.
layer-protocol-name : topology: laver-protocel-name.

UML Generated : 2018-11-08 09:13

© ETSCGBY4.0

grouping connection {

leaf connection-id {
type string;
}
leaf source-node {
type leafref {
path "/topology:topology/topology:node/topology:node-id";
}
}

leaf target-node {
type leafref {
path "/topology:topology/topology:node/topology:node-id";
}
}
leaf source-port {
type leafref {
path "/topology:topology/topology:node/topology:port/topology:port-id";
}
}
leaf target-port {
type leafref {
path "/topology:topology/topology:node/topology:port/topology:port-id";
}

}

leaf bandwidth {
type uint32;

}

leaf layer-protocol-name {
type topology:layer-protocol-name;

list connection {

key "connection-id";
uses connection;

o

TeraFlow

SON
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Solution connection.py

from binding_connection import connection
import pyangbind.lib.pybindJSON as pybindJSON

con = connection()
conl=con.connection.add("conl")
conl.source_node = "nodel"

conl.target node = "node2"
conl.source_port = "nodelportA"
conl.target_port = "node2portA"
conl.bandwidth = 1000
conl.layer_protocol _name = "OPTICAL"
print(pybindIETFXMLEnNcoder.serialise(con))
print(pybindJSON.dumps(con))

from pyangbind.lib.serialise import pybindIETFXMLEncoder

© ETSCGBY4.0

i <connection xmIns="urn:connection"> i
| <connection> !
' <connection-id>conl</connection-id> |
i <source-node>nodel</source-node> E
E <target-node>node2</target-node> |
. <source-port>nodelportA</source-port> i
i <target-port>node2portA</target-port> !
' <bandwidth>1000</bandwidth> |
| <Iayer-protoco|-name>OPTICAL</Iayer-protocoI-name>i
| </connection> :
! </connection> i

T

TeraFlow
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The NETCONF Protocol (1) T spN

Offers primitives to view and manipulate dagroviding asuitable encodin@s defined by the datanodel.

Data is arranged into one or multipt®nfiguration datastoregset of configuration information that is required to get a device from its initial
default state into a desired operational state.)

Enables remote access to a deyiaad provides the set of rules by which multiple clients may access and modify a datastore withir
NETCONTF server (e.g., device).

NETCONF enabled devicesude a NETCONF server

Management applicationsiclude a NETCONF cliand device Command Line Interfaces (CLIs) can be a wrapped around a NETCONF clien
It is based on the exchange of Xflhcoded RPC messages over a secure (commonly Secure Shell, SSH) connection

NETCONF Layering :

Configuration or notification data (Content Layer) that is exchanged between a client and a server,

Operations layer (e.g. <gebnfig>, <ediconfig>) Layer NETCONF
. . Content Configuration Data

Message layer for RPC messages or notifications : :

O ti <get> <get fi <notification>

Secure Transport. "e": e e 9? ORI [ niotication
<rpc

BRC <rpc-re;!y> ‘
I I
© ETSCGBYA4.0 Transport Protocol SSH g 30



https://creativecommons.org/licenses/by/4.0/

The NETCONF Protocol (2) SN

. _ . Client (User) SERVER(device)
After establishing a session over a secure transport, both entities

send a hello message to announce their protocol capabilities, the _ >
AdzLILR NI SR RIEGE Y2RSfas FYyR (KS ®HENBSNDE asSaarzy ARSYGATA

> connection
When accessing configuration or state data, with NETCONF edit-config fconnection
operations, subtree filter expressions can select subtrees. .
get-config
2, %, %, %, % 4%
2, o e By By 0,
G Q,) Gto . D %y
(o) o) 0. © (o) %
», Qo % B %
> ° %, %
Operation Description O"o@ it

<get> Retrieve running configuration and device state information I
<get-config> Retrieve all or part of a specified configuration datastore ' # pyang -ftree ConneCtion'yang i
<edit-config> Edit a configuration datastore by creating, deleting, merging or replacing content i module: connection i
<copy-config> | Copy an entire configuration datastore to another configuration datastore i +--rw connection* [connection-id] '
<delete- ! +--rw connection-id string '
config> Delete a configuration datastore ! +--rw source-node? -> [topology:topology/node/node-id |
_ _ _ i i +--rw target-node? -> [topology:topology/node/node-id !

<lock> Lock an entire configuration datastore of a device i +--rW source-port? -> Jtopology:topology/node/port/port-id !
<unlock> Release a configuration datastore lock previously obtained with the <lock> operation ! +--rw target-port? -> [topology:topology/node/port/port-id |
<close- o _ ! +--rw bandwidth? uint32 i
session> IR e U U EEMN GO S el | +--rw layer-protocol-name? topology:layer-protocol-name :
! |

© ETSCCGBY4.0 31


https://creativecommons.org/licenses/by/4.0/

NETCONF Basic server %@F TS[SlN

Use Python libraryNetconfhttp://netconf.readthedocs.io/

Simple server listening on port 830 that handles one RPC:
Read and parse as data the file topology.xml

Provide it when getonfig is requested
Serve as capabillity:
topology

Basic tutorial:
' https://netconf.readthedocs.io/en/master/develop.html#netconf-server

______________________________________________________________________________________________________

NOTE: We useport 8300
insteadof defaultprivilegedport 830.

© ETSCCGBY4.0 32
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Basic server (simplified)

import sys
import time
import logging
import os

from binding_topology import topology

from netconf import nsmap_add, NSMAP
from netconf import server, util
from Ixml import etree

logging.basicConfig(level=logging.DEBUG)

nsmap_add("topology"”, "urn:topology")

class MyServer(object):
def load_file(self):
# create configuration
xml_root = open(‘topology.xml’, 'r").read()
topo = pybindIETFXMLDecoder.decode(
xml_root, binding_topology, "topology")
xml = pybindIETFXMLEncoder.serialise(topo)
tree = etree.XML(xml)
data = util.elIm("nc:data")
data.append(tree)
self.node_topology = data

I 1 (é)
def __init__ (self, username, password, port):
host_key value = os.path.join(os.path.abspath(
os.path.dirname(__file_ )), "server-key")
auth = server.SSHUserPassController(
username=username, password=password)
self.server = server.NetconfSSHServer(
server_ctl=auth, server_methods=self, port=port,
debug=False)
self.load_file()

def nc_append_capabilities(self, capabilities):
util.subelm(capabilities, “"capability”).text =\
"urn:ietf:params:netconf:capability:xpath:1.0"
util.subelm(capabilities, "capability”).text = NSMAP["topology"]

def rpc_get_config(self, session, rpc, source_elm, filter_or_none):
return util.filter_results(rpc, self.node_topology, None)

def close(self):
self.server.close()

© ETSCGBY4.0
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def main(*margs):
s = MyServer("admin","admin", 8300)

if sys.stdout.isatty():
logging.debug("~C to quit server")

while True:
time.sleep(1)

except Exception:

try: |
logging.debug("quitting server") i
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Basic client OSS client %ﬁ

Create a client to CRUD the topology
Python libraryNetconfhttp://netconf.readthedocs.io/

Tutorial: https://netconf.readthedocs.io/en/master/develop.html#netcotdient

First, connect
Second, print capabillities
Third, getconfig

Fourth, edit basiconfig
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Netconfclient %ﬂF TS[SlN

from Ixml import etree
from netconf.client import NetconfSSHSession

# connexion parameters
host = 'localhost'

port = 2022

username = "admin"
password = "admin"

# connexion to server
session = NetconfSSHSession(host, port, username,
password)

# server capabilities
C = session.capabilities
print(c)

# get config

print("---GET CONFIG---")

config = session.get_config()

xmistr = etree.tostring(config, encoding="utf8',
xml_declaration=True)

print(xmistr)

# edit config
new_config ="
<config>
<topology xmlns="urn:topology">

<node operation="merge"> <!-- modify with delete -->

<node-id>10.1.7.64</node-id>
<port>
<port-id>3</port-id>
</port>
</node>
</topology>

</config>
print("---EDIT CONFIG---")
config = session.edit_config(newconf=new_config)
xmlstr = etree.tostring(config, encoding="utf8',
xml_declaration=True)
print(xmlstr)

# close connexion
session.close()
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RUnNETCONé&xample

RunWireshark

Run server:

$ cd ~/tfs-ctrl/hackfest/netconf
$ python3 server_topology.py

Analyze>DecodeAs...
Addrow (+ button)

Fielda ¢ / t

Valued

Typedn

yonne

teger=

Defaultd ronel €

Currenta { { | €

Clicka h 'Y

£

LJ2 NI €

ol as

Eile Edit View Go Capture Analyze Statistics

ConfigureDissector for port 8300: - =

Run client:

$ cd ~/tfs-ctrl/hackfest/netconf
$ python3 client_topology.py

Telephony Wireless Tools Help
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o
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SON

(W ]Apply a display filter ... <Ctrl/>
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18 0.045424833
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Destination
127.0.0.1 TCP
127.0.0.1 S5Hv2
127.0.08.1 TCP
127.6.8.1 SSHv2
127.0.0.1 TCP
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Exercise: NETCONF embnfig

Includeconnection.yang
Request to create a new connection (client and server).

Server adds new connection

Client list connection

Time: 15min
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NETCONF server ednfig:
server_topology connection.py

def rpc_edit_config(self, session, rpc, target, new_config):
logging.debug("--EDIT CONFIG--")
logging.debug(session)

| data_list = new_config.findall(".//xmIns:connection”, namespaces={'’xmins': ‘urn:connection’}) i
i for connect in data_list: i
! logging.debug("connect: ") !
| logging.debug(etree.tostring(connect) ) I
i logging.debug("CURRENT CONNECTION") i
| logging.debug(etree.tostring(self.data[1]) ) !
i self.data[1].append(connect) i
! break !
i return util.filter_results(rpc, self.data, None) i

i Run server:
| $ cd ~/tfs-ctrl/hackfest/netconf/connection
i $ python3 server_topology connection.py
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NETCONF client eaibnfig client_connection.py

# edit config
new_config ="'
<config>
<connection xmIns="urn:connection" operation="merge">
<connection-id>connectionl</connection-id>
<source-node>nodel</source-node>
<source-port>nodelportA</source-port>
<target-node>node2</target-node>
<target-port>node2portA</target-port>
<bandwidth>10</bandwidth>
<layer-protocol-name>ETH</layer-protocol-name>
</connection>
</config>
print("---EDIT CONFIG---")
config = session.edit_config(newconf=new_config)
xmistr = etree.tostring(config, encoding="utf8', xml_declaration=True)
print(xmistr)

' Run client: i
. $ cd ~/tfs-ctrl/hackfest/netconf/connection !
i $ python3 client_connection.py |
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